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_ _ _ AC ensures that only the intended people can
BP Is a graphic representation of a process, access security-classified data and that these
similar to flowchart, can be executable intended users are only given the level of

access required to accomplish their tasks
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) ) Policy Enforcement Point
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Policy Decision Point
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Policy Retrieval Point

Manage
Policy Administration Point

XACML 0AsIS

en standards for the information society
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BP-based Access Control for GDPR
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BP-based Access Control for GDPR
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BP-based Access Control for GDPR
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BP-based Access Control for GDPR
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BP-based Access Control for GDPR
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BP-based Access Control for GDPR

Responsibilities & Fines

Data Controller

‘ Health Data .
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BP-based Access Control for GDPR

Third Party Vendor
Responsibilities & Fines | QI

Data Controller

GDPR-based
Access Control* B
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Integrating AC and BP for
GDPR Presumption of Compliance

IDENTIFY REQUIRED ATTRIBUTES

o AUTHOR THE
- __ AUTHORIZATION
— AE POLICIES
DEFINE THE @ a DEPLOY THE
USE CASE ARCHITECTURE
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Define Use Cases

(B Service . . Service

Possible scenario

/ 0\

In case of already exiting BP, Provide facilities to model
leverage the business process business process compliant
to be compliant with the GDPR with the GDPR

|
? | E l
SOFTWARE ENGINEERING AND DEPENDABLE COMPUTING LABORATORY I ;II
ISTITUTO DI SCIENZA E TECNOLOGIE DELL'INFORMAZIONE “A. FAEDO”




Gather authorization requirements

Gather all the authorization and
business requirements and the
sources they come from.

Expressed in terms of statements or
natural language authorization policies
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Identify required attributes

Scenario 1 — already exiting BP
:

Extend/substitute BP activities with
GDPR compliant ones
» pre-defined sets of sub-processes
are provided for the different
environments
* the sub-processes include specific
activities allow the integration with
GDPR-based access control systems
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Identify required attributes

Service
execution

» Registration

Tasks inception

:

] consents

£

£

3 DB managed by
E “ % Access Control
.'Fu
b
n
g Consent not provided

- or provided for

L = different core activit $ehF laborate

: O »Rx "

purposes
Consent already provided for the core activity
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Identify required attributes

Scenario 2 — model business process compliant with the GDPR

GDPR Model
h ' LegalRuleML
47 47 User interarts with the
OwWL {PrOntn Akoma Ntnso| enriched mjodel using
the Eclipge plug-in
AN Plugin Prototype

Enriched BP Model

with some extra notations
suggested by means of the <USE»

proposed GDPR model

Q@ECLIPSE

https://github.com/guerret/lu.uni.eclipse.bpmn2
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GDPR Model

9 LegaIHuIeML|

=L

OWL (PrOnto) | Akoma Ntn5n|

<lrml:LegalReferences type="legislative">

<lrml:LegalReference

<lrml:LegalReference
<lrml:LegalReference
<lrml:LegalReference

<lrml:LegalReference refersT prc2Aeplp6ref”
<lrml:LegalReference refersT pre2A6Paref”

refersTo

prc2AsPlplre

<lrml:LegalReference refersT prc2AsPlp2ref”
<lrml:LegalReference refersT prc2AsPlp3ref"
- <lrml:LegalReference refersTi prc2AsPlpdref”
<lrml:LegalReference refersT prc2AsPlpsref"
<lrml:LegalReference refersT prc2AsPlp6ref"
<Llrml:LegalReference refersTi prC2A6PIpIref”
<lrml:LegalReference refersT prc2Aeplp2ref”

refersT

prc2AeP1lp3re

refersT

prC2A6Plp4re

refersT

prC2A6P1psSre

Details about GDPR Model

:art_5_ para 1
:art_5_ para 1
:art_5_ para 1
:art_5_ para 1
:art_5_ para 1
:art_5_ para 1
GDPR:art 6 para 1
GDPR:art 6 para_1
GDPR:art 6 para_1
GDPR:art 6 para_1
GDPR:art 6 para_1
:art_6_ para_1_
GDPR:art_6_ para_4" ,

<lrml:LegalReference refersT prczA7Plref"

<1 rml :1 snal Rafaranre refercTn="nAdnrr247D07raf"
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<num>2.</num> B
<content eld="art 6 para 2 content">
<p>Member States may maintain or introduce more specific provisions to adapt the application c
<ref href="/akn/gu/act/2017-12-12/!main/#paragraph.1" eld="ref 30" wId="content ref 3@">[
</p>
</content>
</paragraph>
<paragraph elId="art 6_para 3">
<num>3.</num>
<list eld="art 6 para 3 content list 1">
<intro><p>The basis for the processing referred to in point (c) and (e) of
<ref href="/gkn/gu/act/2017-12-12/'main/#paragraph.1" eld="ref 31">paragraph 1l</ref> «
</p=></intro>
<point eld="art 6 para 3 content list 1 point a">
<num=>(a)</num><content>
<p>Union law; or</p></content>
</point>
<point eId="art 6 para 3 content list 1 point b">
<num>(b)</num><content>
<p>Member State law to which the controller is subject.
<eol/>The purpose of the processing shall be determined in that legal basis or, a:
<ref href="/gkn/gu/act/2017-12-12/!main/#paragraph.1" eld="ref 32">paragraph l</re
</p=</content>
</point>
</list>
</paragraph>
<paragraph eld="art 6_para 4">
<num>4.</num>
<list eld="art_6_ para_4 content_ list _1">
<intro><p>Where the processing for a purpose other than that for which the personal data he
<ref href="/akn/eu/act/2017-12-12/!main/#article.23" eld="ref 33">Article 23</ref>(1),
</p></intro>
<point eld="art 6 para 4 content list 1 point a">
<num>(a)</num><content>
<p=any link between the purposes for which the personal data have been collected and t
</point>
<point eld="art 6_ para 4_ content_ list_1_point_b">
<num>(b)</num><content>
<p>the context in which the personal data have been collected, in particular regardinc

cinnints
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Eclipse prototype

m Plugin Prototype

\ ( (= Data Items
e ) = Artifacts
by - (= Data Protection &
_ g‘ Data Protection Task
~ !
Java
I Edit Task + %

General Task | I/O Parameters Data Protection

~ Data Protection

= ID 1300

Data protection activities Processing type

[Transmit | - |

Destination country

[[tal}.r | - ‘

Article 13.1.
Where personal data relating to a data subject are collected from the data subject, the controller shall, at the time wi

(f) where applicable, the fact that the contreller intends to transfer personal data to a third country or international ol
Article 13.2.
In addition to the information referred to in paragraph 1, the controller shall, at the time when personal data are obt: i)
. . e =
(b) the existence of the right to request from the controller access to and rectification or erasure of personal data or Task executic
Article 14.1.

Where personal data have not been cbtained from the data subject, the controller shall provide the data subject with
(f) where applicable, that the controller intends to transfer personal data to a recipient in a third country or internatia

Article 14.2.
In addition to the information referred to in paragraph 1, the controller shall provide the data subject with the followil
(c) the existence of the right to request from the controller access to and rectification or erasure of personal data or

— @ | Cancel | | OK |
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Service
execution

Registration

- Eﬁ Accept
] consents
E
£
3 DB managed by
&
E :-_--; Access Control
S
m
b
o
g Consent not provided
- or provided for
[} — i e S
= l/f ™ x different core activity ﬂgﬁConsent I:::;;e;t;
w \_J ’R request purposes
Consent already provided for the core activity
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Identify required attributes
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Author the authorization policies

fgj Accept
consents

@

:

1 A

a DB managed by
E @ Access Control
5
m
b
0
% Consent not provided Y
x| or provided for _

I different core activity E&JCunsent 4%} laborate

8 I‘m_,)_h x e data and

purposes

| s

Consent already provided for the core activity

Transform the collected GDPR requirements, data and their
purposes into machine-interpretable statements, so as to
eliminate any ambiguity introduced by natural language
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Customer

ﬁgj Accept
consents

DB managed by
@ Access Control

Consent not provided

or provided for
different core activity GED Consent
Ll reguest

e laborate
data and
purposes

Consent already provided for the core activity

( Consent Response

b -
FirstMame Eda
Lasthame Marchetti
PhoneMumber +10 1234567 850
E-maildddness eda.marchettii@isti.cnr. it
OpticnalPurposes | Target Marketing
PrimaryPurpose | Core Activity

SPECIFY THE PURPOSES
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o
m [
= Yy
& (U
( Consent Request )
. vy
FirstMame
LastMame
PhoneNumber
E-mailtddress
OpticnalPurposes | Newsletter, Target Marketing
PrimaryPurpose | Core Activity
d.

b.

Author the authorization policies

Consent Response h
b -
FirstMame Eda
LastMame Marchetti
PhoneMumber +15 1234567 800
E-mailAddre ss eda manrchetti@@isti.cnr.it
OpticnalPurposes | Target Marketing
Primary Purpose EW—
i Added Attributes h
b &
Cwuration 30 Days
StartingDate | 2018.11.14
C.




Author the authorization policies

ﬁgj Accept
consents

Consent not provided L 4

or provided for
- different core activity GED Consent
’ L request

Consent already provided for the core activity

Customer

DB managed by
Q Access Control

Registration

e laborate
data and
purposes

Seller
%\
><

( Consent Request ) ( Consent Response Consent Response h
e vy b - b -
FirstMame FirstMame Eda FirstMame Eda
LastMame Lasthame Marchetti LastMame Marchetti
PhoneMumber PhoneMumber +10 1234567 850 PhoneMumber +15 1234567 800
E-mailtddress E-maildddness eda.marchettii@isti.cnr. it E-mail4ddness eda manrchetti@@isti.cnr.it
DptionalPurposes | Newsletter, Target Marketing CpticnalPurposes | Target Marketing OptionalPurposes | Target Marketing
PrimaryPurpose | Core Activity PrimaryPurpose | Core Activity PrimaryPurpose | Core Activity
i Added Attributes h
b &
Diuration
SPECIFY IMPLICIT ATTRIBUTES SortraDate| 2018, 11.14

a. b. C.
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Deploy the architecture

Deploy the architecture: S T root. element

rule-combining-algorithm: first-applicable

list of XACML policies permit-overrides

L Target ..o ae e e Sample Policy rules the aceess to the attributes
H H H af the Cusfomer,
enCOdIng the GDPR prInCIple l_.hnerIf .................... Or Operator
.o ] Al1Df e e e e e e e . TEEOUTCE-AbtTIhWLES = {I-'.rl:h Marchetti, 30
are SpGlelEd and deployed 1 23406 TN, I1|'r|.||:|:-l.|'1'hl'1li"fl'i:-1i.|'||r.i.1}
Rule .. ... .. e Riileld = rulel, Effect = Permit

|nt0 the d rCh |tectu re TAarget .. e The Seller can perform any action for the o

Activity and / or Torget Marketing purposes
within 30 days starting from the Sfarfingate.

AnyDE ... L. Or Operator
i,ﬁllﬂf e e e e . PrimarvPurpose = Clore Activity
AL1OE L Optional Purpose = Target Marketing
Conditiom ................. A0 < Corrent Date - StartingDate
Rule . ....................... defanlt: deny all, which is not allowed explicitly

Ruleld = rule2, Effect = Deny

r Consent Request ™ " Consent Response ™ r Consent Response ™
b A b - b =
Firsthame FirsthMame Eda Firsthame Eda
LastName LastMame Marchetti Lasthame Marchetti
PhoneMNumber PhoneMumber +39 1234567850 PhoneMumbear +39 1234567 869
E-mail&ddress E-maildddress eda marchettifisti.cnr.it E-mail&ddress eda marchettif@isti cnr.it
OptionalPurposes | Mewsletter, Target Marketing OpticnalPurposes | Target Marketing OptiocnalPurposes | Target Marketing
PrimaryPurpose | Core Activity PrimaryPurpose | Core Activity Primary Purpose W—
s Added Attributes N
b =
Duration 30 Dais
StartingDate | 2018.11.14

a. b. -
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Final integration

Eﬁ Accept
consents

Customer

Consent not provided

or provided for
e different core activity ﬂgﬁmnsent
W request

Registration

Seller

SFlaborate
data and
purposes

Consent already provided for the core activity

**
* *
‘]
* *
x o, *

DB managed by
Access Control
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Where are we?

IDENTIFY REQUIRED ATTRIBUTES
E - AUTHOR THE

pi kbl S ; AUTHORIZATION

st dancci) i) / o C;I POLICIES

DEFINE THE
USE CASE

'~ "1Y DEPLOY THE
‘gl ARCHITECTURE
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