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And what are the attractions, really?

• Our conferences reward attack research
• Because we are hackers at heart and we enjoy 

the beauty of many of these hacks, their skill 
and their ingenuity

• But you may have realized by now that we are 
not on IRC in our hacker crews anymore

• We are on the top frontpage news
• Our findings impact the public perception



Stefano Zanero

This is what we showed in the circus

• Costin: “Ghosts in air traffic”
▪ Showed a “vulnerability” of ADS-B
▪ https://media.blackhat.com/bh-us-12/Briefings/Costin/

BH_US_12_Costin_Ghosts_In_Air_Slides.pdf 
▪ In reality, ADS-B was designed like this because 

operationally it is necessary and it is not “insecure”
▪ Peer-to-peer value > perceived vulnerability
▪ Humans in the loop = low possibility of this leading to 

lack of safety
• Still, on the media...



Stefano Zanero

Media impact



Stefano Zanero

The crowds are cheering for the lions!

• Hugo Teso: “Aircraft hacking”
▪ Used the “vulnerability” of ADS-B to “target a plane”
▪ Showed how to exploit a FMS unit bought on eBay
▪ Showed how this would affect a plane (on a simulator)
▪ http://conference.hitb.org/hitbsecconf2013ams/materi

als/D1T1%20-%20Hugo%20Teso%20-%20Aircraft%2
0Hacking%20-%20Practical%20Aero%20Series.pdf

▪ Later debunked by FAA and expert pilots:
http://www.theregister.co.uk/2013/04/13/faa_debunks
_android_hijack_claim/

• Still, on the media...
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Resulting public perception...
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Why is this the case with cyber-physical 
systems in particular?

• They are systems that people see and can 
immediately perceive as relevant
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The great cyberfear is spreading

“… potential (cyber)attacks against 
network infrastructures may have 

widespread and devastating 
consequences on our daily life: no more 

electricity or water at home, rail and plane 
accidents, hospitals out of service”

Viviane Reding 
VP of European Commission (at 
time of delivering these remarks) 
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Why is this the case with cyber-physical 
systems in particular?

• They are systems that people see and can 
immediately perceive as relevant

• They are systems with safety constraints which 
may involve danger for human life
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For instance, industrial robots...
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… are getting out of their cages
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Why is this the case with cyber-physical 
systems in particular?

• They are systems that people see and can 
immediately perceive as relevant

• They are systems with safety constraints which 
may involve danger for human life

• They are systems that are becoming more and 
more reliant on automation (think: autonomous 
vehicles!)
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08/12/12

Automation has always evoked fear
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We can’t just keep the circus going!

• “Stunt hacks” have been important in raising 
awareness and in opening up discussions in the 
industry

• However, they focus on specific vulnerabilities
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Words of wisdom

“Bruce Schneier asked a 
cogent, first-principles 
question: Are vulnerabilities 
in software dense or sparse? 
If they are sparse, then every 
vulnerability you find and fix 
meaningfully lowers the 
number of vulnerabilities that 
are extant. If they are dense, 
then finding and fixing one 
more is essentially irrelevant 
to security and a waste of the 
resources spent finding it.”

Dan Geer
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We can’t just keep the circus going!

• “Stunt hacks” have been important in raising 
awareness and in opening up discussions in the 
industry

• However, they focus on specific vulnerabilities
• We are not going to solve anything by just 

squashing one vulnerability at a time!
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Words of wisdom

A flaw that Brad Spengler […] has been incessantly pointing out for years [is] that 
bugs don't matter. Bugs are irrelevant. Yet our industry is fatally focused on what is 
essentially vulnerability masturbation. [...]
 
And it's all bullshit. If you care about security that is. [...]
 
"But to stop exploitation you have to understand it!". Sure. But here's an inconvenient 
truth. You are not going to stop exploitation. Ever.
 
So if you truly, deeply, honestly care about security. Step away from exploit 
development. All you're doing is ducking punches that you knew were coming. It is 
moot. It is not going to stop anyone from getting into anything, it's just closing off a 
singular route.
 
But if you care about systemic security […] don't chase and fix vulnerabilities, […] 
design a system around fundamentally stopping routes of impact. 
 
Containment is the name of the game. Not prevention. The compromise is
inevitable and the routes are legion. It is going to happen.

Bas Alberts
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We can’t just keep the circus going!

• “Stunt hacks” have been important in raising 
awareness and in opening up discussions in the 
industry

• However, they focus on specific vulnerabilities
• We are not going to solve anything by just 

squashing one vulnerability at a time!
• In the specific case of CPS we need to restore 

confidence in the public and in our colleagues 
in other areas of the profession
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How do we fix this?

• I’m sorry, I don’t believe I have a solution, but I 
definitely have two suggestions

• First, we need to think systemically, and not of 
the specific vuln, let me use an example you all 
know well...
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Example:
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What the circus cheered for:
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What the press impact was:
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What the public perception was:
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What was actually important in the paper:

• We explored the domain-specific 
post-exploitation strategies (which leads to 
intuitive ways to close them off)

• We explored the threat landscape to identify 
ways to minimize impact

• We explored architectural changes that would 
improve resilience (e.g. firmware signatures)

• We proposed research directions to further 
improve security of industrial robots (e.g. static 
analysis of domain specific languages)

• We identified industrial routers as an appealing 
target for further investigation
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How do we fix this?

• I definitely have two suggestions
• First, we need to think systemically, and not of 

the specific vulnerability, but rather of its impact, 
of resilience strategies, of architectural 
changes...

• Second, we need to embed security in the 
design process, and to make security decisions 
risk-driven. Let me use the automotive industry 
as an example.
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Multiple attacks and hacks (local and 
remote)
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But in reality they are all the same attack

1. Attacker finds exploit in physical or wireless systems
○ Most of these systems not designed to be secure 

gateways
○ Changed assumptions, e.g. “if inside the vehicle, 

authorized”
2. Exploit is used to gain access to the in-vehicle 

network
○ Which was not designed to host non-trusted entities, so

3. Message forgery or diagnostics actions can be 
leveraged

○ Vehicle theft
○ Temporary influence on vehicle operation
○ Permanent modification of vehicle
○ Extraction of personal information, tracking, etc.
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The defense circus is sometimes better 
than the offense circus!
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What is the systemic way out?

• The issue is that CAN is a trusted network
• Lots of research tries to address this, but reality 

is, changing this is impractical
• Lots of research tries to come up with magic 

IDSs, but we and others showed you can design 
attacks that simply cannot be detected

• Obviously, squashing bugs in thousands of 
combinations of ECUs and firmwares is pointless

• We can only approach this through secure 
design of networks based on risk approaches
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An approach: risk-based design of 
networks (for automotive and more)

Vehicle

Safe ops

PII

IP

Brand

Asset definition and value analysis

Risk 
Analysis 
Process

Threat assessment and evaluation

Attack tree definition and analysisVehicle network topology mapping

Ransomware

Theft rings
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Conclusions

• We focus way too much on attack research, 
vulnerability discovery and exploitation

• Vulnerabilities, in the grand scheme of things, 
do not really matter

• Stunt hacking distracts the industry and the 
public from actual sensible risk-based 
security

• We need more focus on:
○ Structural resilience
○ Architectural changes
○ Impact reduction



Stefano Zanero

Questions?

• Thank you for your 
attention!

• You can reach me at 
stefano.zanero@polimi.it

• Or just tweet @raistolo
 
 

Disclaimer: none of these 
materials, if posted 
without a video of the talk, 
should be construed to be 
a criticism of the specific 
research I used as 
examples.


