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Cyber-Physical Systems (CPS) Security

contact: Luca Durante - |EIIT

CPSs have functional and performance requirements (real-time scheduling
and communications) not allowing the automatic enforcement of high level
access control policies, thus a system level approach is needed:

Who can do what on what is computed starting
from the formal model of the real system and from
the security policies. The two sets of triples are
compared.

The system model and/or the set of policies are
updated until the comparison of the sets of triples
is satisfactory.

The real system is updated accordingly to the
changes of the system model.

Further activities:
Modelling industrial firewall performance
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Leveraging new network management paradigms as SDN and NFV to implement security mechanisms


Relatore
Note di presentazione
Ciao Fabio, due righe di spiegazione della slide:

I sistemi di presi in considerazione nell’ambito della mia tematica hanno vincoli funzionali e prestazionali (real-time) e caratteristiche (scarsa potenza di calcolo, obsolescenza, eterogeneità) per cui non è possibile implementare in essi dei meccanismi di enforcement diretto delle policy di alto livello, che ne garantiscano il soddisfacimento.

Di conseguenza noi facciamo, da una parte, il modello formale del sistema reale, concentrandoci in particolare sui meccanismi di basso livello:

physical containment, such as rooms and cabinets possibly requiring some credential (key, password, badge) to be accessed;
network reachability, managed through active network devices (e.g. firewall, routers and switch) properly configured by means of suitable rules;
local and remote access rights on system resources, as usual based on usernames and groups and their assigned rights and/or capabilities.

Da tale modello, mediante opportune regole di inferenza, determiniamo tutte le azioni che un player può compiere (a partire dalle credenziali di cui è dotato). Idem a partire dalle policy (facile perché le policy esprimo ciò in modo diretto), e poi confrontiamo I due set per decidere se riteniamo che nel sistema le policy siano soddisfatte o meno.

Importante mantenere la coerenza tra il sistema ed il suo modello

Per tenere sotto controllo l’esplosione computazionale del calcolo, generiamo automi parziali e minimi che poi componiamo. I risultati da esperimenti fatti sono incoraggianti: gestiamo agevolmente sistemi in cui ciascun player dispone di qualche decina di account.


Network Security
contact: Maurizio Aiello — [EIIT

Slow DoS Attacks Development

Timeout Exploiting SDAs

Focus

Agtart Areq Adelay Aresp Apeat
* Innovative cyber-attacks
e Threats apparently behaving legitimately
* Emerging scenarios
Activities

e Vulnerability assessment and penetration testing
* Deep study of emerging Denial of Service attacks
e Deep study of Internet of Things devices and networks

e Deep study of covert channels and data exfiltration techniques ~ ©verall Traffic Volume Comparison
10"

e Deep study of darknets and Tor environments

10°

Results
 Development of innovative offensive tools
* Pioneers of the “slow” DoS context
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Network Security
contact: Maurizio Aiello — [EIIT

Innovative protection methodologies SR N’ values
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e Design and development of Intrusion Detection Systems

e Adoption of statistics, machine learning, neural networks methods

REPRESENTATION ANALYSIS CHARACTERIZATION

Results
e First, identification of innovative Mm
threats s
e Then, efficient threats protection
(almOSt in real_time) SII:EIIE_QZ?I?JEN DETECTION DETECTION
TRAFFIC DUMP AND ALGORITHM RESULT
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http://www.ieiit.cnr.it/
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Network Security
contact: Flavio Lombardi - IAC

TOR Web

The exploration and analysis has flourished in the recent past on
Web graphs, but not on the TOR network.

Little information is available about the topology of the TOR
WEB graph and its relation with content semantics.

IAC, as part of the EU-ISEC IANCIS project has contributed to
improve knowledge on TOR Dark Web, providing:

* astudy on automatic TOR exploration;
* novel representative metrics for evaluating TOR data;

e a novel in-depth analysis of the hidden services graph
correlating hidden services’ semantics and topology.

A better knowledge of the TOR topology and semantics,
allowing for more effective Police investigations

Challenges include:

dealing with an ever changing TOR graph and content;
analyzing content in many different languages and slangs;
exploring a larger portion of the network;

leveraging additional analysis techniques.

We are extending and improving results based on past
achievements and new tools.
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Intrusion Detection and Protection
contact: Luca Caviglione- IMATI

Intrusion Detection and Protection of mobile devices deals
with the investigation of security hazards targeting modern
mobile devices, including smartphones, wireless sensors, as
well as loT nodes.

In particular, three main themes have been investigated:

e Steganographic Channels: methods and techniques to create
covert channels for the exfiltration of data or to allow malware to
behave stealthy.

 Energy-aware Security: understand the energetic footprint of
security to perform optimizations and to develop new detection
techniques independent of the attack or the used hardware.

e Application and OS Security: offline and runtime check of security
performances of applications, the guest OS or virtualized resources.



Privacy
contact: Anna Monreale - IST]

Privacy-by-design for big data publishing
e designing of data transformations following the privacy-by-design principle for making
data private while preserving data quality
Privacy-by-design for big data analytics and mining
e designing data mining and big data analytics approaches which by-design guarantee
privacy protection
Privacy-by-design for data mining outsourcing
e designing privacy-by-design technologies that guarantee corporate privacy protection
while outsourcing data mining tasks, i.e. the third party cannot infer sensitive
information both from data and from extracted knowledge
Privacy enhanching technologies
* development of technologies for privacy protection: from data usage control to
privacy-aware secure multi-party computation
Privacy engineering
e studying methodologies and tools for software engineering specific for privacy
protection
Privacy risk assessment

e studying methodologies for assessing the privacy risk level by considering different and
realistic attack models that are particularly suitable for specific type of data



SO |C DOIIIO Research Infrastructure

The Social Mining & Big Data Ecosystem: a
research infrastructure (RI) for ethic-sensitive
scientific discoveries and advanced applications of
social data mining to the various dimensions of
social life, as recorded by “big data”.

The research community will use the SoBigData
RI facilities as a “secure digital wind-tunnel” for
large-scale social data analysis and simulation
experiments. SoBigData will serve the wide cross-
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s Pie. W disciplinary community of data scientists
Ll ; LONDO
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[ | e me Call: H2020-INFRAIA-2014-2015 (Research Infrastructure - Open Innovation and Open Science)

Grant n. 654024



PROmoting integrity in the use of
RESearch results

PRO-RES

The objective of PRO-RES is to address the difficulties
in delivering responsible research and Innovation

List of participants

PRRTR——— =71 (RRI) by producing a supported guidance framework
e e that is comprehensive, flexible and durable, covers the
DI = spectrum of non-medical sciences.

py—— —— It will balance the variety of political, institutional and
o — = professional constraints providing practical solutions
 fproowrarcare o for all stakeholders complying with the highest

standards of research ethics and integrity.

Type of action: CSA (Coordinated and Support Action)
Call: H2020-SwafS-2016-17 (Science with and for Society)
Grant n. 788352




Information Sharing and Analytics
contact: Giuseppe Manco - ICAR

Objective  Approach Challenges Impact

The design of machine
learning, artificial
intelligence and data

analytics techniques
able to make sense of
large amounts of data

Study of
that allow to
analyse, understand,
and predict entity
behavior within
complex environments

able to deal with the

volume, variety and

velocity of complex
data

to
detect malicious
activities and devise
models of trust

Information handling
based on

for prediction
of sensitive information
diffusion flows and secure
information sharing

based
on machine learning and Al
to improve reaction to
incidents

Automatically handle
and of
complex data flows

attacks

risks and effects of
attacks
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CyberSecurity District

cosenza

e 30M€ investment

* |nitiative of the Italian Ministry for University and Research
(MIUR) in the framework of National Operative Program —
Research and Competitiveness 2007-2013.

e 200+ professionals involved for 4+ years

e Over 30 organizations including SMBE, LE, Research
centers, Universities, Consulting agencies

e - Strategic in the core business of LE

e Poste Italiane
e NTT
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Attack Prevention/Response

Information sources:
Web (Google
Hacking) and Deep
Web (Tor Network)

Data Gathering,
Filtering, Cleaning and
Manipulation

Ranking ensemble-
based module and
Deep Learning

Discovery of
Alternative App
Stores

Reporting and
monitoring
unauthorized apps
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Cyber-intelligence on Social Media
contact: Maurizio Tesconi - IIT

social media data gathering for intelligence purposes, using both APIs
and scraping techniques
social media data analysis (using big data technologies):

hate speech detection, performing NLP analysis on user posts and
comments

modeling behaviour in user interactions both in space and time
malicious account behaviour detection analysing user behaviour,
relations and posted content

face similarity recognition on multimedia content

health ranking of online social ecosystems

technology transfer to LEAs, also through a

joint laboratory with italian Police (CRAIM) CRA

and a collaboration with Italian Presidency of ~ cenvefiere eanisinfoms “‘""“‘ o
the Council of Ministers



Secure Software Assurance
contact: Eda Marchetti - IST]

Secure Software aims at assuring integrated approaches to face
continuous evolution and criticalities rising during all the development
cycle of software-intensive systems

Activities:

e Secure requirements and quality attributes collection;

e Software or system construction and evaluation;

* On-line monitoring, control and assessment of specific security
properties and metrics;

* integration of security management and control facilities into all the
software process;

e Verification and Validation of access and usage control systems;

e Development of model-driven approaches for specification and
evaluation.



Access Control and Trust Management
contact: Fabio Martinelli - IT

e Access and usage control: This theme is devoted to the study and development of
access and usage control languages and mechanims for data, services, network and
loT. It also consider privacy preserving models and protocols.

e Authentication protocols. This sub theme involves the design and analysis of
authentication protocols. It also includes the automated synthesis of security
protocols.

e Languages and mechanism for authorization. This sub theme develops the
languages suitable for expressing authorization and the corresponding
evaluation mechanismes.

e Trust management: The theme is devoted to model and analyse trust relationships
in open systems (and social networks).

e Models and languages for trust management. This sub theme entails the
study, definition and analysis of trust models and languages. It includes both
gualitative and quantitative aspects of trust.

e Trust management services. This sub themes is devoted to trust management

service development and implementation useful also in the ream of access
control.



IIT CNR Cyber Security Lab

e Lab funded with 1.5ME in 4 years
e All the IIT CNR research groups involved

e Cyber Risk, Cyber Protection, Cyber Crime, Cyber
Intelligence and Cyber Attacks

 We set up the first master in Tuscany in Cybersecurity
and one of the first in Italy
e 25 participants (40 requests)

e Working on the Tuscan CyberSecurity Competence centre,
National one and EU one....



Comitato Nazionale per La Ricerca in
Cyber Security

e Signed between CNR and CINI at CNR premises
(currently it has also CNIT).

e Under the auspicies of the Department of Information
Security

e Members of the committe:
e CNR: Marco Conti, Fabio Martinelli
e CINI: Roberto Baldoni, Paolo Prinetto



Cryptography
Contact: Giovanni Schmid - ICAR

loT: Cryptographic primitives (A-codes) for securing LPAN's PHY layer [1,
2]; Mining-free proofs for sustainable, non speculative blockchain

systems [3]

[1] Schmid G., Rossi F. A-Code: A New Crypto Primitive for Securing Wireless SensorNetworks, First
International Workshop on Trust Management in P2P Systems (2010)

[2] Schmid G., Rossi F. Secure Ad-hoc Routing through A-codes, First International Conference on
Pervasive and Embedded Computing and Communication Systems (2011)

[3] Romano D., Schmid G. - Beyond Bitcoin: A Critical Look at Blockchain-Based Systems, Cryptography
2017, 1, 15; doi:10.3390/cryptography1020015

Anti-counterfeiting: unforgeable analog-digital tags (PACs) which use ID-
based crypto in order to face the “Sounding Italy” threat and other frauds

VERIFICA APP; appil

against trademarks and good's authenticity [4] = Iy
[4] Schmid G., Procedimento anticontraffazione su base collaborativa, Italian Patent n. 0001424336 (2014) S
syslar

P=Produttore, G=Gestore, U=Utilizzatore, 0=firma valida, 1=firma invaida Dt prabibabec

0.40 +

—+s  Database-as-a-Service: encrypted full text in minute space index (E2FM)
——* allowing fast searches on compressed and encrypted data sets and databases
[5]
5] Montecuollo F., Schmid G., Tagliaferri R. - E2FM: an encrypted and compressed full-text index for

bllections of genomic sequences, Bioinformatics, 33(18), 2017, 2808—-2817 doi:
0.1093/bioinformatics/btx313
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Cryptography

contact: Massimo Bernaschi - IAC

Albeit interesting, the CUBE attack introduced in 2009 by
Dinur and Shamir has no implementation capable of
breaking any real-world strong cipher. Indeed some
success had been obtained on a reduced version of the
Trivium cipher (Trivium 735)

IAC, in collaboration with Maths and Physics department
of Roma Tre University, managed to create a smart
effective general framework implementing a parallel GPU-
based version of the attack. Obtained results allowed to
improve the state of the art managing to attack Trivium
768. Other brute force and dictionary based attacks have
been successfully devised and implemented on GPUs.
Obtained results shed a new light on the CUBE attack
effectiveness. Further, other successful brute force
dictionary based attacks we implemented on GPUs are
relevant in the area.

CUBE-like approaches will need better fine-tuning,
considering optimizations based on new hardware
capabilities and novel approaches to select better space
exploration bit candidates. Based on the relevant
obtained achievements, further improvements in quality
and quantity of the results are possible.

Execution Time
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Cloud Security

contact: Paolo Mori - lIT

Study, design, and implementation of novel and enhanced techniques for @

protecting services, resources and data that shared on the Cloud, as well as the
execution of business or research processes.

Identity and Authentication Management

e Design, and implementation of systems for managing identity and authentication in
the Cloud environment, with particular reference to the federation of Cloud scenario

Access and Usage Control

e Design, and implementation of enhanced system for controlling the access to and the
usage of services and resources provided on the Cloud, as well as the data that are
share through the Cloud

Cloud Platforms for the Public Administrations

e Analysis of the requirements and design of solution for adopting the Cloud in the
Public Administration processes, with particular reference to the Electronic Health
Record

Future Developments

e The research activity also takes into account the security issues coming from the
integration of Cloud with the Internet of Things and the evolution to Edge computing



Cyber Insurance
contact: Alba Orlando - IAC

Cyber insurance is a rapidly developing area which draws more and
more attention of practitioners and researchers.

Insurance, an alternative way to deal with residual risks, was only
recently applied to the cyber world.

The research activity on this new topic began by a deep analysis of
the basic knowledge about cyber insurance from both market and
scientific perspectives, summarized in a survey.

We are now focusing on the analysis of cyber insurance as an
incentive to invest in security and on new models for pricing and
risk measures assessment.

The future research activity will concern the other areas related to
cyber insurance which need more attention by the scientific
community and practitioners:

Dynamic cyber-insurance;

Deal with information asymmetry;

Methods to define security level and effect of security controls;
New approaches to damage estimation;

New theoretical approaches and practical studies of
interdependency of security;

Evaluation of real impact because of correlated risks;
New liability models for improving overall security.
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Conclusions

he current research activities and proposed
approaches are showing good results from the
theoretical and practical point of view, with
successful publications and collaborations with
national and international industrial partners, and
public bodies. On the one side this shows that the
right way has been taken, but also that more
resources and effort are needed to provide
adequate solutions in a world where cybersecurity

IS perceived as a major challenge by both citizens
and Institutions, and rightly so.
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